Abstract
Introduction
Confidentiality has been defined as " [t] he principle of maintaining the security of information elicited from an individual in the privileged circumstances of a professional relationship". 1 Information need not be derived directly from a patient for it to be confidential, and confidentiality does not depend on an explicit request from the patient, nor on an explicit assurance from the practitioner. 2 Confidentiality relates only to information that the patient regards (or can reasonably be assumed to regard) as private. 3 A failure to respect confidential information undermines the autonomy of the individual concerned and, if adverse consequences result, contravenes the principle of non-maleficence.
Barnitt 4 5 and Triezenberg 6 found that confidentiality emerged prominently from their research on ethics with therapists in the UK and USA respectively. Two surveys of members of psychological associations have found confidentiality to be the most frequently nominated area of ethical conflict. 7 8 The HIV pandemic has recently given further prominence and urgency to issues of information control, [9] [10] [11] and health care staV have increasingly to deal with confidentiality clauses in their contracts. 12 The issue of confidentiality is typical of the "everyday" ethical conflicts that face therapists, in contrast to the more dramatic cases on which the ethics of medicine tends to focus. 5 13 Although there is a rich theoretical literature on confidentiality, little is known about the knowledge and attitudes of health professionals. This study set out to explore conceptions of confidentiality among physiotherapists working in the UK National Health Service (NHS). Specific objectives were to gather information on:
+ The place of confidentiality in the preregistration physiotherapy curriculum + Physiotherapists' training and education in confidentiality, at both pre-and postregistration levels + The way in which physiotherapists define confidentiality and relate it to their daily practice + The ethical diYculties that therapists have encountered in respect of confidentiality in their clinical practice.
Methods
Information in this study was gained through two approaches. First, a short questionnaire was mailed to university physiotherapy departments to ascertain what is taught on physiotherapy courses in relation to confidentiality and the perceived importance of this material. This was intended to provide background information on confidentiality within the current education of UK physiotherapists. Second, focus group interviews were conducted with practising clinicians in NHS hospitals to gain greater insight into the issue of confidentiality within physiotherapy. A questionnaire was given to the focus group members prior to the interviews, to gather descriptive information on the study sample and to ascertain the level and depth of education previously received on this topic.
QUESTIONNAIRE TO UNIVERSITIES
A postal questionnaire was sent to all universitybased or university-aYliated physiotherapy programmes in the UK and Ireland (n=29). Content validity of the questionnaire was established by submitting it to three experts in the field to obtain comments with respect to its content and scope. Prior to mailing the questionnaire to respondents, the questionnaire was also pretested by sending it to colleagues with expertise in questionnaire design for comment and criticism (the fact that a census of physiotherapy programmes was conducted precluded a pilot within this group).
FOCUS GROUP INTERVIEWS
A focus group is a group interview, centred on a specific topic and facilitated and coordinated by a moderator, that seeks to generate qualitative data by capitalising on the interaction that occurs within the group setting. 14 The aim of the focus groups was to elicit the perceptions, feelings, attitudes and everyday experiences of physiotherapists in relation to confidentiality.
A purposive sample of chartered physiotherapists working in the NHS in southern England was selected. An attempt was made to recruit informants of approximately similar professional status so as to create homogeneous groups, which is considered important in encouraging productive and uninhibited discussion. 15 Following recommendations in the literature, 16 17 this study worked with groups of eight to ten subjects. Fifty physiotherapists were invited to take part, of whom 44 were subsequently interviewed in five groups in five different hospitals. Potential participants were contacted by post, having been identified to the researchers by a contact person in each hospital. Assurances of anonymity were given, and written consent to participation was sought. A pilot focus group was conducted with eight informants similar to those to be used in the main study.
The groups were moderated by one of the researchers on the basis of a schedule of topics, and were tape-recorded. The schedule covered the following broad topics:
+ Informants' training and education in confidentiality + Confidentiality in the health care environment + Working practices and confidentiality (including good and bad practices) + The nature of information (categories of information that are confidential within the therapistpatient relationship) + Sources of information on confidentiality (policies, procedures, codes of conduct) + Disclosure of information (those to whom confidential information may be disclosed, and under what circumstances; handling problematic situations).
Prior to the focus group, a questionnaire was given to all participants to gather basic demographic data and to gain information on their experience and education in relation to confidentiality. The interviews, which lasted approximately one hour, were held in an informal, comfortable and private setting, free from interruptions and distractions. By the final focus group, it was felt that "saturation" had been reached, 17 as by this point the data gathered added little insight to the findings from the previous groups.
DATA ANALYSIS
The questionnaire data were analysed principally by means of descriptive statistics. The analysis of the transcribed focus group proceedings used the following steps: 15 1 Identifying the key areas (identifying the broad topics and ideas that emerged from the data). 2 Unitising the data (identifying specific quotations that express informants' perceptions and feelings, and that can subsequently be used to define categories). 3 Allocating the units (all units identified in the previous step were grouped into homogeneous categories; these categories were not predetermined, but were generated inductively from the data). 4 Negotiating categories (categories were reviewed and joined or subdivided and new categories were created, as appropriate). 5 Identifying themes (the revised categories and supporting units were re-examined and refined and restated as themes).
Step 1 and 3 were completed by one of the researchers and an analyst unconnected with the study, working independently. No major disagreements occurred between the analysts, and minor diVerences were resolved through discussion. Following analysis of each individual focus group, common themes and categories were identified and noted across groups, and a note was made of their relative prevalence.
Results

SURVEY OF UNIVERSITIES
Twenty-five universities (86%) responded to the questionnaire. Of these, 24 (96%) indicated that confidentiality was covered in the preregistration course. The Rules of Professional Conduct of the Chartered Society of Physiotherapy 18 emerged as the specific issue within confidentiality most often addressed. Other areas commonly nominated were, in descending order of frequency: the issue of disclosure, ethical principles, case studies, research, and record keeping. Seventeen universities (68% of responders) indicated the approximate number of hours in the course devoted to the issue of confidentiality: this ranged from one to 30 hours, with a mean of 7.4 hours. In 24 universities (96%), the subject was taught by a physiotherapist. This was often in conjunction with other disciplinessuch as lawyers, philosophers and nurses-but in 13 (54%) cases, physiotherapists alone taught this subject.
Respondents were asked to rate the importance of confidentiality as a subject within the preregistration course on an 11-point scale (0 "not important", 10 "extremely important"), and this yielded a median rating of 10 (interquartile range [IQR] 9-10).
ISSUES EMERGING FROM THE FOCUS GROUPS
Forty-four informants (table 1) were interviewed, in four groups of nine and one group of eight. The topics and issues to emerge from the focus groups will be presented under headings used in the interview schedule. A discussion of the issues raised will follow.
Training and sources of information on confidentiality
In the questionnaire completed prior to the focus groups, thirty-five (80%) informants indicated that confidentiality had been covered in their initial physiotherapy education (89% of juniors, 80% of senior IIs, 69% of senior Is, and the sole superintendent). The detail in which the topic had been covered, measured on a 0-10 scale (0 "none at all", 10 "very detailed"), achieved a median rating of five (IQR 3-7). The senior I and superintendent therapists returned a lower median rating (3) than the senior IIs (5.5) and the juniors (5).
Twelve (27%) respondents-six (33%) of the juniors, six (40%) of the senior Is-indicated that confidentiality had been covered in their in-service training since qualifying, and the median level of perceived detail of this training, on the same 0-10 scale, was five (IQR 3.5-6).
In the focus group interviews, some therapists stated that they did not cover the issue of confidentiality at all within their training. For many others, the topic was not addressed specifically, but was part of wider discussions on other topics, frequently while on fieldwork placements. Often, the subject was addressed in general terms:
"We had a talk on confidentiality, it mainly covered not talking in canteens, not mentioning names and that you can be dismissed if you breach confidentiality."
Many therapists reported heightened awareness of medicolegal issues in health care, but felt that their training had not prepared them adequately to deal with situations involving confidential information.
Most informants were unaware of specific written policies or procedures relating to confidentiality. Some stated that there were written policies regarding solicitors' letters requesting information on patients. Informants were generally aware of a contractual requirement to maintain confidentiality, and mention was made of documents such as the Patient's Charter and the CSP Rules of Professional Conduct. 18 All informants seemed to be aware that the CSP rules contain a statement on confidentiality, but there was less certainty as to what it precisely entailed. There was no mention of specific legislation to protect confidentiality.
The health care environment
All the therapists identified certain environmental problems that restricted the extent to which confidentiality could be maintained within physiotherapy departments and hospital wards:
Curtained areas-one therapist commented that "patients sitting in the next cubicle can hear everything". Lack of facilities-participants identified a lack of private rooms for patient examination, patient "handover", or telephone calls. Department layout-it was pointed out that the department is often freely accessible and is frequented by a wide variety of staV, patients and others; in addition, there is a lack of separate patient waiting areas, and the telephone may be within earshot of the waiting area. The nature of group work-three main issues were identified here: i) unintentional disclosure through discussion in the presence of the rest of the group; ii) little or no privacy for patient examination; iii) diYculty in leaving the group to discuss potentially confidential issues. Time pressures-owing to the shortage of time, patients may have to be discussed in inappropriate places; therapists may also have to take notes home to write them up. Increased use of computerised notes-staV not involved in the care of the patient may have access to detailed information. The multidisciplinary team-by its very nature, multidisciplinary working makes patient information available to a wide range of people. 
Working practices
The majority of therapists considered that on the whole physiotherapists were aware of, and respected, confidentiality, but felt that there were numerous areas where physiotherapists fall short of necessary standards, unintentionally in most cases.
The following were identified as undesirable practice:
The nature of information
Many therapists stated that because of the amount of time they spend with their patients, they are privy to much detailed and personal information. They also recognised that the relationship between therapist and patient is built on trust and an understanding that confidential information will be protected. One informant remarked: "If the patient thinks I'm going to tell other people then he is not going to tell me things that I need to know for treatment purposes". Some participants reported that being in possession of so much information created a problem in distinguishing what information should be considered confidential and what information could legitimately be disclosed.
Disclosure of information
The majority of therapists stated that they were justified in disclosing information to other physiotherapists, on a "need to know" basis, as this was necessary for eVective treatment, especially when referring a patient. One participant also commented that "talking about conditions and certain situations is educational-it's a learning experience". There was general agreement that names should only be mentioned when it was necessary to identify a specific patient, such as when referring a patient to a colleague.
Many informants stressed that all health care practitioners are bound by the same obligation of confidentiality, and that this therefore served to safeguard confidential information within a multiprofessional team. One physiotherapist regarded such transfer of information as "just part of continuing care; it's the same care package and you're just one person in that". Informants further indicated that they would take the same view in their dealings with professionals outside the immediate health care context, such as social services and teachers.
In other situations, however, there was considerable uncertainty as to when it was appropriate to disclose. Most participants reported having encountered situations where patients had divulged information that could significantly aVect their treatment or management and felt that they would disclose such information to appropriate colleagues, particularly if the patient was at risk. The common dilemma reported was that of potential suicide. One informant was clear as to what is appropriate in this situation: "If the patient is at risk and it will help to share that information there is no doubt, someone else needs to know".
However, a few informants felt it was not their prerogative as physiotherapists to disclose information in situations of this kind, and that the patient should make his or her own decision. Indeed, when specifically asked for their view on this issue, all the therapists stated that where patients are able to make their own decisions, they do not involve others in the interchange of personal information, unless requested by the patient to do so. In situations where patients are unable to make their own decisions-elderly confused individuals and head-injured patients were reported as examples-all the therapists would discuss issues with relatives.
Some informants identified situations where information divulged by patients had no bearing on their clinical problem. Here, the common situation was that of illegal actions, such as driving when not permitted to do so. Some therapists were categorical that this did not constitute grounds for disclosure. Others, however, stated that if a patient posed a risk to others they would disclose that information. One therapist specifically argued that "you have a responsibility to others besides the patient". In such situations, some of these therapists reported a conflict between their professional duty to maintain confidentiality and their personal feelings, for example:
"If a patient divulges information of illegal acts, on a personal level I feel the information should be disclosed but, in my position as a health care worker, I'm sworn to secrecy." Some informants drew a distinction between cases in which the patient him-or herself was at risk, when they would not disclose, and those in which others were at risk, when they would tend to disclose. Other informants, however, took a contrary view and advocated disclosure to protect the patient from risk, but not to protect others.
Two specific cases that arose in this connection were driving without a licence or when intoxicated, and child abuse. In both cases, a number of informants would be prepared to disclose information to the appropriate authority. However, there was disagreement on this issue, and one informant maintained: "Even if a child is at risk it is not our place to disclose the information". For some, the possible consequences of this sort of disclosure were very worrisome: "I just don't know-the trouble is if you get people like social services involved, you get the full weight of the law coming down and what if it's wrong?" Overall, it was felt that the patient's permission should normally be sought prior to disclosing any information. A minority of therapists were very categorical on this issue and argued that all information about patients was confidential and should not be disclosed under any circumstances. One remarked: "I believe that whatever a patient tells you, it is confidential and you should never disclose it".
If such permission were not forthcoming, however, some therapists would encourage patients to take action themselves, for example to disclose information to the appropriate party on their own initiative. When faced with diYcult decisions on disclosure, a number of therapists pointed out that they would use the "hierarchy" for guidance: "I'd go to my senior"; "I'd go to my superintendent"; "I'd go to my manager"; "I'd go higher"; "I'd refer back to the GP [general practitioner]". However, there was a feeling among many that specific permission was not required when dealing with other professionals who also have a duty to respect confidentiality.
Discussion
It is acknowledged that awareness of legal and ethical issues assists considerably in understanding the nature and implications of professional responsibilities. 19 20 All the responding universities considered the inclusion of confidentiality within undergraduate courses to be very important (though this question may well have been subject to a social desirability bias). However, the time allocated to this topic and therapists' perception of the detail in which it had been covered were variable. Moreover, 20% of the focus group participants, and approximately 30% of the more senior informants, did not recollect any coverage of confidentiality in their preregistration education. Even fewer had covered confidentiality in their postregistration in-service education.
The reported level of detail, for both preregistration and postregistration education, was not very high. The more junior informants, who can be assumed to have received their professional education more recently, reported a slightly higher level of detail than their more senior colleagues did. This suggests a greater accent on this topic in professional education programmes in the recent past. None the less, many therapists indicated during the focus groups that their training had not prepared them adequately to deal with the many problems they face in working practice.
Many of the issues raised in the focus groups relate directly to the particular working circumstances of hospital-based physiotherapists. Rather than working within a fixed, designated oYce, these therapists are liable to move frequently from the department to the ward, or from ward to ward, making contact with other professionals while "on the move". In such semipublic places, there are numerous opportunities for what Siegler refers to as "the wanton, often inadvertent, but avoidable exchanges of confidential information that occur frequently in hospital rooms, elevators, cafeterias, doctors' oYces, and at cocktail parties". 21 Elevator trips in particular have been shown to be prone to indiscreet communication on the part of health professionals. 22 This situation was also identified as problematic by an occupational therapist in Barnitt's study, who commented:
"The staV gossiped about the patients to each other, other patients and their relatives, and to any visitors within earshot. I minded more because the information they gossiped about often led to patients being labelled as diYcult". 5 The issue of trust within the therapeutic relationship emerged strongly from the data, and is a prominent one in the literature on confidentiality. 2 11 23-27 Unless patients are confident that the information they disclose will be treated as confidential, they may be reluctant to reveal certain details of their medical or personal history, or even fail to seek professional help in the first place. 26 There are important implications here for the eVective discharge of clinical practice in physiotherapy.
Many therapists operated an informal "need to know" policy when dealing with confidential information. This is often seen as an appropriate criterion when deciding on whether to disclose, 2 28 29 and is widely reflected in professional codes of ethics. 20 30-32 Informants were generally clear that the passage of information between professionals involved in the patient's care was legitimate, and was an exception to, rather than a breach of, confidentiality.
It was clear that a number of informants had identified situations that give rise to serious conflicts of duties in respect of confidentiality. Some of the dilemmas faced by therapists can be acute, particularly in relation to potential suicide by patients. This issue has emerged elsewhere in the therapy literature. A therapist interviewed by Barnitt commented: "A patient told me a piece of information as a secret which was about her wish to die. I worried about it for weeks and I know I would feel awful if she killed herself and awful if I betrayed her trust and told anyone". 4 Physiotherapists may find themselves pulled in opposite directions by their perceived duties to the patient concerned, other patients, and society at large. Although duties to the patient in whose care the therapist is engaged may seem paramount in most cases, this may not be the case when there is the potential for serious harm to others. Here, the therapist may feel that the duty to protect others outweighs duties to the patient.
Public interest
Whereas some therapists were clear on their respective duties to the patient and to others outside the patient/therapist relationship, others were unclear. There was much more uncertainty and debate during the interviews on disclosure of information in the public interest and outside the health care arena than there was when the question of disclosure related to the patient's own interests. This may suggest that decision making in physiotherapy is perceived to be more straightforward when the patient's welfare is at stake. The fact that a number of therapists in the study felt that confidentiality was an absolute duty further supports this interpretation.
Informants made little reference to the issue of confidentiality in relation to information not directly related to the patient-for example, "whistleblowing". 12 33 It may be that informants in the current study interpreted the issue of confidentiality in a rather narrower sense, principally in respect of patient information. Although informants made reference to the CSP Rules of Professional Conduct, 18 this tended to be in fairly general terms. In particular, none of the participants in the focus groups appeared to be aware of the specific guidelines set out in the rules that deal with several of the conflicts that were debated at length during the interviews. None the less, informants often identified for themselves many of the issues discussed in the rules.
Overall, the physiotherapists in this study exhibited a variety of standpoints on the issue of confidentiality. Whereas some were absolute in their views, others expressed considerable uncertainty. As is frequently the case on ethical matters, a clear moral consensus did not emerge.
Conclusion
The findings from this study, although not necessarily generalisable to other physiotherapists either within or outside the UK, raise some important issues for professional education and the maintenance of professional ethics within clinical practice.
Many factors were identified by physiotherapists that, in their view, influenced the extent to which confidentiality could be maintained, including environmental problems and the system of working practice. This suggests that hospitals, and physiotherapy departments in particular, could be made more conducive to confidentiality.
This study indicates that confidentiality is a complex and potentially problematic issue for physiotherapists, and one for which they feel ill equipped. There was a general acceptance that certain common breaches of confidentiality are unjustified (such as indiscreet discussions in public places). In other situations, however, genuine ethical dilemmas and situations of divided loyalties were identified, and informants had opposing views as to the appropriate action to take. There is scope for further guidance here. Greater promulgation of the CSP rules may prevent unintentional but unjustified breaches of confidentiality. Such clearly acknowledged ethical obligations might thereby assume the same status as other accepted professional "dos and don'ts", such as treatment contraindications. In respect of genuine dilemmas-with which codes of ethics are of limited help-a greater degree of critical debate and education, at both pre-and postregistration level, would seem appropriate. 
